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MAILCLEANER GLOBAL PROCESSINGMAILCLEANER GLOBAL PROCESSING
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SMTP  -  ChecksSMTP  -  Checks
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MAILCLEANER PROCESS

MAIN FILTERING PROCESSMAIN FILTERING PROCESS
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MAILCLEANER PROCESS

Anti-SpamAnti-Spam

spam/ham tagged

ANTISPAM

TrustedSources
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decisive

ClamSpam
decisive

PreRBLs
decisive
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✓

✓

✓

✓



! Configuration sample: order of modules and decisive choices
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Content filteringContent filteringHTML controls

Scripts
Iframe objects
Formulars
Codebase objects

Web Bugs

block
Disarm
allow

Message format
Encrypted
Password protected
Partial contents
Extaernal bodies

Attachement

File name

regexp

File type

content

✓

MAILCLEANER PROCESS

Cleaned / tagged

Dangerous content

block
Disarm
allow

✓

block
Disarm
allow

✓
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Tagged

DCB

QUARANTINEQUARANTINE

quarantine reports 

(periodic or on demand) 
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ADMIN INTERFACEADMIN INTERFACE

Configuration

Base System
Network settings
DNS settings
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Date and time
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General settings
Defaults
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Manage preferences
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Search by email
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Release messages
Message preview
Request filter adjustment
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Search by email
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Search by ID
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Increase filtering quality & updatesIncrease filtering quality & updates

AUTOMATIC UPDATE to all MailCleaner servers

ANTIVIRUS

MailCleaner 

user 

feedback

Every hour Every 15 minutes

ROUTINELY FINE TUNING

FILTERING PROCESS

Web User InterfaceEmail Redirect

MAILCLEANER ANALYSIS CENTER

False negatives False positives
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S
P

A
M

S
P

A
M

EfficiencyEfficiency
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Viruses deleted

Dangerous content retained

Spam retained in quarantine

99.99 % filtered

depending on 3rd parties options
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S

Newsletters retained
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